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BBenenue

Hacrosummii 1oKyMeHT mnpeqHa3HaueH /s O3HAKOMJIGHHWS C Ha3HAu€HUEM, YCTPONMCTBOM U
KoH(UrypupoanueM 1uto3a /[8112.xx Bxozsiero B coctaB ycTpoicTBa cOopa U nepeaauu nHpopManuu
(VCIIN) «Hcetb 2».

JononuuTenbHas uHGopMalus 00 amnmapaTHOM YCTPOMCTBE U OCOOEHHOCTSX ONEepallOHHON

CUCTEMBbI pa3MellleHa Ha caliTe IPOM3BOAUTENS KOMITbIoTepa https://www.moxa.ru/shop/comp/risc/uc8100/

uc-8112-1x/ .



https://www.moxa.ru/shop/comp/risc/uc8100/uc-8112-lx/ 
https://www.moxa.ru/shop/comp/risc/uc8100/uc-8112-lx/ 

1. HASHAYEHUWE OBOPY/IOBAHI A

Moz A8112.xx  siBisieTcs MHOTO(QYHKIMOHAJIBHBIM ~MOJYJIEM, MpeAHA3HAYCHHBIM U1
pacmmpeHus KOMMYHUKAaIMOHHBIX Bo3MoxkHOCTer Y CIIU «Mceth 2». PekomenmyeTcst 1uisi MPpUMEHEHHS
Ha MaJjblx 00bEeKTax TeJeMexaHu3aluu, 6e3 TpeOoBaHUM MO IIUTEIbHOMY HAKOIICHUIO HH(OPMaLUU 110
TeJeu3MepeHusIM U peanusanuu pyHkunii APM aucneryepckoro nepcoHania.

Bo3MoxxHO npuMeHeHHEe IUTI03a KaK CaMOCTOSTENbHOIO YCTPONCTBA, AJIs 1ieJiell KOHBepTaluu
IIPOTOKOJIOB TE€JIEMEXaHUKHU.

O6opynosanue [Inro03 JI8112.xx BeIMOIHEHO ¢ HCcTOIb30BaHueM Kommbiorepa MOXA UC-8112-
LXv2, ¢ ycranonenusimu OC Debian 8 ARM 7 (Kernel 4.1) u I10 cepepa «OUK ucnieruep HT» Bepcun
3.0.

[MonnepxuBaercs padora dhynkuuii [10 cepepa «OUK Jducnieruep HT» B mpenenax nuiieH3uu.

B Buay orpaHuueHHBIX pecypcoB KOMIIbIOTEpAa He PeKOMEHI0BAHO HCIIOJb30BaHUE (QYyHKUUN

HAKOILJICHUS] NPUHATON HHpopManuu (apXuBbl coObiTuil, perpocnektuBbl TH). He pexomennoBaHo

WCIIOJIb30BaHME 1UTI03a A1 peanu3auuu cepsepa SCADA.

OcHOBHbIE TOAJIEP>)KUBAEMbIE IPOTOKOJIBI OOMEHA:

[Iporokon [Ipuem Ilepenaya Tuner 00pabaTbIBaeMBIX TaHHBIX
MDO3K 870-5-101 + + TCTUTY TUU
MO3K 870-5-104 + + TCTUTY TUA
MDK 870-5-103 + - TC TU TY ocumyimorpammsbl
DNP 3 + + TCTUTY
MODBUS RTU/ASCI/TCP + + TC TU (TY orpaHu4eHHO)
TM I'panut* + + TCTUTY
KII Ucetp + + TCTUTY
Hcets TM-bus + - TCTUTY
MO3K 61850 MMS + - TCTUTY
MO3K 61850 GOOUSE + + TCTU
CoOT-4TM + - TN TUA
Mepxkypuii 230 + - TN TUN

Jpyrue noajaepxuBaeMble IPOTOKOJIbI onrcanbl B fokymeHnTauuu [10 cepsepa «OUK lucneruep
HT».

*  TpeOyeTcs JONOJHUTENbHBIM KOMMYHUKAIMOHHBIN KOHTPOJLJIED JUIsS KaHaja CBSI3U.



2. Onucanue yCTporucTBa

Buenmnwmii By nutro3a J18112.xx

Cocras nuo3sa:

— IIpoueccop ARM Cortex-A8 1000 MHz

— JIBa 10/100 Mbps Ethernet mopra

— SD pa3zbeM /715 pacIIupeHusi CHCTEMBI XpaHEHUS

— JImarHocTUYeCcKre CBETOAMOIBI ¥ KHOIIKA JUIST JIOTT (DYHKITUI

— Opmun USB 2.0 mopt

— Mini PCle pa3sem [u1st ycTaHOBKH 000pYIOBaHHSI COTOBOM CBSI3H
— JIBa mopra RS232/RS485 nns koMmMyHHKani

— [Mopt RS232 nsist koHCOMM OMEpaliiOHHON CUCTEMBI

— BcTpoeHHbIe YHEPTOHE3aBUCUMBIE YaChl

— CropoxeBoii TaliMep OT 3aBUCAHUS



2.1. Ha3znauenue nopToB yCTpOiiCTBa

IHoptsl Ethernet-1 (LAN-1) u Ethernet-2 (LAN-2).

J1Ba nopta Ethernet no3BosstoT OpraHu30BaTh /1Ba PU3NUECKU HE3aBUCUMBIX MOAKIIOYEHUS K
cetu Ethernet.

Acunxponnbie nmoptel RS232/RS485.

JIBa HE3aBUCUMBIX AaCUHXPOHHBIX IIOPTa MO3BOJISIIOT OPraHU30BaTh KaHAJIbl OIPOCa YCTPONUCTB
TeJIeMEXaHUKH padoTaloLINX B pa3IMyHbIX poTokonax. [logaepxuBatoT padoty B pexkumax RS232,
RS4852W, RS4854W.

[TopTel O3BOJIAIOT OpraHU30BaTh KaHaJ IIEPElayn Ha BEPXHUI ypOBeHb B IpoTokosae MOK
60870-5-101.

IHopTt KoHCOIH.

COM - nopt npeaHa3HaueHHbIHN U1l pa00Thl KOHCOJIM ONEepallMOHHOM cucTeMbl Linux.
PexomeHtyeTcst MCIIONIB30BATh MPH OTCYTCTBUU BO3MOKHOCTHU MOAKIIIOUEHUs 1o nopram Ethernet-1,
Ethernet-2;

USB - nopr. [Ipenna3znadeH a1 nogkiatodeHus BHeIHUX ycrpoiicts USB 2.0;

Pa3zbem naas SD Card. [IpennaznaveH i MOAKIIOYEHUS KapT nmaMatu ¢popmara SD;

Pa3zbem past SIM Card. [IpennasHauen ans ycraHoBkH SIM - KapT COTOBBIX OIepaTopoB, IIpU

YCTaHOBKE B KOMIIBIOTEp MOJEMa COTOBOM CBSI3U (B KOMIIJICKT ITIOCTAaBKH HEC BXOI[I/IT).



f"
USB LED ™ SD LED
Power LED
Diagnosis/Programmable _
LED x 3 Signal Strength LED x 3
10/100 Mbps —
Ethernet Port x 2 :
|
3} - DIN rail Mountable
SD/SIM Card ! .
Holder | Wireless Antenna
: Connector x 2
(only available in
USEB 2.0 Port fha cellular module accessories)

Pa3memenue noproB ycrpoiictsa muto3 JI8112.xx (aumeBast cropoHa)

Top Bottom

Programmable Button

Serial Port 1
Power Input (RS-232/422/485)
Console Port Serial Port 2

(RS-232/422/485)

Pa3memenune moproB ycrporictsa muio3 [I8112.xx (Bepx u HU3)



SD Card
Socket

SIM Card
Socket

Buemnuii Bua pazpemoB g SIM card u SD card numroza JI8112.xx

2.2. 'abGapuThl yCTPOICTBA, KPETUICHHUE IS MOHTaXKA

o3 Z18112.xx nMeeT creayrolue rabapuTHbIe pa3Mephbl:
Bricora 128 mm.
I'my6una 101 mm.
[Iupuna 27 mm.

9 (0.35)]

00000
Q0000

0

(+0°S) 821

101 (3.98)

27 (1.06) -

["aGapuTHbIe pasmeps! muo3a JI8112.xx

MoHTax yCTpOHCTBa OCYILIECTBIsIETCS MyTeM yCcTaHOBKU Ha DIN - peiiky npu momoinu

KpETUICHHsI Ha 3a/IHEH CTOpPOHE 000PYI0BaHUSI.

[Ipouenypa ycTaHOBKM IUTIO3a HA PEHKY:



—
|
I
v t "
2.3. OCHOBHBIE XapaKTEpPUCTUKN YCTPOICTBA
OcHOBHBIE XapaKTepUCTUKH nuTr03a /I8112.Xx mpuBeneHs! B Ta0muUIE.
[Ipenenbupiii 00beM npuHUMaeMol Tenemerpun (TC+TH) OHpCI[CJI?ICTCSI
THUIIOM YCTpOHCTBa
CpenHss mpoIycKHasi CHOCOOHOCTD (3aBUCUT OT THIIOB 1500
MIPOTOKOJIOB), HE MEHEe, MapaMeTPOB B CEK
[IpenenpHOE KOMMYECTBO KaHAJIOB CBSI3U 255
O6wem O3Y, MB 512
O6wem ycranoBienHoro Hakorurens ( micro SD SLC), GB 2
Temneparypa skcruyaramnuu, C -10...+60
Temneparypa xpanenus, C -40...+80
Hampsixenue uctounuka nutanus, B 12-24
[ToTpebnsemas MOIIHOCTH, BT 54
Cxkopoctb oomena (COM1, COM2), 6ox 1200...921600
Cxkopocth oomeHa o cetu Ethernet, MOur 10/ 100

2.4. TlogkiroueHne BHEMTHUX [ETIEN

Hampspxkenue ucToyHMKa TUTaHUA, oOecreunBaroniee padoTocrnocodbHocTh muto3a J(8112.xx,

HaxXoJIuTCs B Auana3zoHe oT 12 1o 24. Jlnsg noakitoueHus 6J0Ka MUTaHUS UCTONIb3YETCsl pPa3beM BXOAAIIUI
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B KOoMIUTEKT moctaBku o6opynoBanns MOXAUC-8112-LXv2. Pa3sém 1t HOAKIFOUEHUS OJIOKA TUTAHUS

(=24B) nwt03a U300paKeH HAa PUCYHKE.

7
— Il\‘—/')

V+ V- ff

Pa3zbém ans monkmroueHus 6moka nuranus (=24B) nomo3a [18112.xx
st paboThl KOHCOJIM ONEpalMOHHON cucTeMbl Linux, HEOOXOJMMO HCIIOIBb30BaTh pa3zbeM
nonkioueHus kabens RS232. Kabens B KOMIUIEKT TOCTaBKU HE BXOIWT, HA3HAUYEHUE KOHTAKTOB pazbema

MPE/ICTABICHO HA PUCYHKE.

Pin Signal
. 1 TxD //
z 2 RxD
‘ 3 NC
4 GND I i

HaznaueHne koHTakTOB paszbema RS232 mumroza J18112.xx

Haznauenne koHTakTOB MHTEp(EHCHBIX pazbéMOB 1utt03a /18112.xx n300pakeHO Ha pUCYHKE.

O Pin | RS232 | RS422 | RS-485
1 T 1 TXD TXD+ -
o] 2 RXD TXD- -
% 3 RTS RXD+ D+
b I -+ CTS RXD- D-
QO = GND GND GND

Ha3nauenne KoHTaKTOB HHTEp(EHCHBIX pazbéMoB mumo3a J18112.xx
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3. PABOTA YCTPOUCTBA

Jlyist pa®oTHI IITI032 HEOOXOUMO ITPOU3BECTH €T0 HACTPOKKY.

Hactpoiika momkHa OBITH BBINIOJHEHA B JBa dTama. Ha mepBoM HEOOXOAMMO HACTPOUTH
OTIepaITMOHHYIO Cpexy (BpeMsi, 9acoBOi mosic, mapameTphl cet Ethernet). [Tocie dero MoKHO MPOBOAMTH
Hactpoiiky [10 cepsepa "OUK Iucneruep HT" Bepcuu 3.0.

B HaCcTOAIEM JOKYMCHTC OITMCAaHbI TOJBKO CaMbIC HCO6XO,Z[I/IMI>I Ooncpanru Ajid 3allyCKa IIr034a.

3.1. KOMIUIEKT MOCTaBKH

Kommnekr nocrasku obopynoBanus 11lmo3 J[8112.xx cocTout us:
1. Yerpoiictso Lm0z [18112.xx

2. USB-@ueni-HakonmuTe b

MPOrPAMMHOE

OBECNEYEHVE

Ha USB-¢nem-nakonuTere HaXoaaTCsl BCE HEOOXOAUMEBIE JIJISl HACTPOMKHU CEPBUCHBIC
MIPOrPaMMBI, 3arPy304HbIi 00pa3 BoccTaHOBIICHUS U id-(haiiin HeoOXOTUMBI 00eCIICUCHUS
pabortocrocodroctu 10 "OUK Hducneruep HT" Bepcum 3.0.

3. [Tacmopt ycrpoiicTBa

3.2. IlepBeIii 3amyck

Jlyist Hadana paboThI ¢ YCTPOMCTBOM HEOOXOIMMO IMPOU3BECTH MOMKIIOYCHHE IIeTIeH TUTAHMSI.
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[locne noaxmrodeHUsl LeNedl MUTaHUS K YCTPOMCTBY Ha 1 CeKyHIy 3aroparoTcsl CleAyIoLIHe

JIaMIIBI:

3areM MMOCTOSHHO TFOPUT U CUTHAJIU3UPYCT O pa60Te YCTpOﬁCTBe TOJIBKO OAHA JIaMIIa:

1Yo

Cmycrst 20-30 cexyH/ mociie 3aimycka Iutio3a T0JbKHA HauaTh MUTATh JkenTas tamna Diagnosis.
MuraHue JaHHOM JIaMITbl CUTHAJIM3UPYET 0 paboTe komnoHneHTa Master - cepsuc I10 cepsepa "OUK

Hucneruep HT" Bepcuu 3.0.

sisoubel
[ 5 e 'c(>]—|

3.3. Hactpoiika ceTeBoro unrepdeiica u 4acoBoit 30HbI

Ha 1nutio3 npu U3roToBICHUH yCTaHABIUBAIOTCS ceTeBbie HacTpoiikamu (IP agpec/Anpec mutro3a/

Macka cetn). IIpy H3roToBieHNN yCTPONHCTBA BBICTABIISAIOTCS CIIEAYIOIINE 3HAUECHHUS:

ITopt [P-ampec Anpec nuio3a Macka cetu

Ethernet-1(LANTI) 192.168.3.127 0.0.0.0 255.255.255.0

Ethernet-2(LAN2) 192.168.4.127 0.0.0.0 255.255.255.0
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N3MeHuTh ceTeBbie HACTPOMKK MOXKHO MyTEM M3MEHEeHUs: KoHpurypannoHHoro daiina OC (/etc/
network/interfaces) mpu momomu xoHcomu Linux (cm. m.3.1.1) nwnmm USB Flash - nakorurens (cm. m.3.1.2).

Hacrpoiika IP-aapeca, n/iro3a no ymoa4aHui0, MACKHU MOACETH.

Otpenakrupyiite daiin konpurypamuu /etc/network/interfaces, Hanpumep Tak:

s crarnueckoro IP:

auto eth0

iface ethO inet static

address 192.168.0.1

netmask 255.255.255.0

gateway 192.168.0.254

dns-nameservers 192.168.0.254 8.8.8.8

[ne:

iface ethO inet static - yka3biBaet, uro uarepdeiic (iface ethQ) HaxomuTcs B 1uana3zoHe aapecoB
[Pv4 (inet) co crarmdyeckuM ip (static);

address 192.168.0.1 - yka3biBaet uto IP anpec (address) namreii cereBoit kaptsl 192.168.0.1;

netmask 255.255.255.0 - yka3pBaeT 4YTO Hamia Macka TojceTH (netmask) mMeer 3HavYeHHE
255.255.255.0;

gateway 192.168.0.254 - agpec uumro3a (gateway) o ymonyanuto 192.168.0.254;

dns-nameservers 192.168.0.254 8.8.8.8 - anpeca DNS cepBepoB

auto ethO - yka3siBaer cucteme uro uaTepdeiic eth) HeoOX0AMMO BKITIOYATh aBTOMATHYECKH TTPU
3arpy3Ke CUCTEMBI C BhINICYKAa3aHHBIMU ITapaMeTPaMHU.

Bonee moapoOHOE onrcaHue CTPYKTYPBI ATOTO (haiiia MOKHO HATH B MHTEPHETE.

Hacrpoiika yacoBoii 30HbI.

11103 M3roraBaMBaeTCs ¢ yCTaHOBIEHHOM yacoBoi 30H0M MSK+2 (ExarepunOypr)
Jli1s cMeHBI YacOBOM 30HBI HEOOXOAMMO BOCHOJIb30BAaThCs KOMaH0NW KOHCOJIU:
timedatectl set-timezone "Asia/Yekaterinburg"

Crrcox BO3MOKHBIX YaCOBEIX 30H 0 Poccuu

Europe/Kaliningrad MSK-1
Europe/Moscow MSK+0
Europe/Samara MSK+1
Asia/Yekaterinburg MSK+2
Asia/Omsk MSK+3
Asia/Novosibirsk MSK+4
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Asia/Irkutsk MSK+5
Asia/Yakutsk MSK+6
Asia/Vladivostok MSK+7
Asia/Magadan MSK+8
Asia/Kamchatka MSK-+9

3.3.1. Hacrpoiika gepe3 USB flash - Hakonurensb

B cocras I10 mimro3a BXOAUT CHieUalbHO pa3paboTaHHas CepBUCHAS YTUIUTA JIJIS IOy YCHHUS
nH(OpMaIMU O TEKYIIUX HACTPOUKAX M BOSMOXKHOCTH MX U3MEHEHHS HCIONb3YI0 kommbioTep ¢ OC
Windows.

st atoro morpedyercss USB Flash - nakonurens emkocThio He MeHee 2 GB (B cocTaBe
MMOCTaBKHU MPHUJIAraeTcs FOTOBBIN K CEPBUCHBIM (DYHKIIUSIM HOCHUTEID).

JIy1s1 MOATOTOBKM HOCHUTESI HEOOXOIMMO clieiaTh ero ¢opmatupoBanue (fat wnm fat32),

obs3arenbHO 3a1aTh MeTKy TomMa INTERFACE.

Popmartupoeanue "INTERFACE (E:)" *

EMKOCTE:

3,716 ~

dalinoBan cMCTeMa:

FAT3Z2 (No yMONYaH1) e

PasmMep eMHMLEI pacnpeieneHua:

4096 HalT W

BoccTaHOBMTE NapaMeTpbl MO YMOMYaHMKD

MeTka Toma:
| INTERFACE

Cnocobibl QopMaTMPOBaHWA:

BoicTpoe (ouMCTKE ornasneHa)

HauyaTts 3aKpbITE




3arem HeoOxonumo ckadath ¢ caiita OO0 "HTK MuTtepdeiic ¢aiin ¢ cepBUCHBIMH yTUIUTAMHU

uc81xx_serv.zip ¥ pacnakoBaTh ero Ha Hocutelsb. CoIep)KUMOE pacrakoBaHHOTO (aiiyia MoKa3aHo Ha

pHUCYHKE

J [ = | Moxa

« o v

#F BhICTpbIi gocTyn
f@ OneDrive
3 3707 komnsroTep

= INTERFACE (E:)
MOKA

o¥F Cemn

3nemeHToB: &

MogennTeea

Kma

IMFO

Bug,

» INTERFACE (E:) » MOXA

notepad++

SERVER

| MoxaGetInfo.bash
| MoxaMewConfig.bash

| MoxaUpdate.bash

=| savelog
(&l PegakTo

p.bat

- O >
(2]
w 0 Mowuck: MOXA Je
Jata nameneHua Tun Pazmep
Manka ¢ gainamm
Manka ¢ dainamm
Manka ¢ dainamm
®ain "BASH 2 KB
Maiin "BASH 2 Kb
Maiin "BASH 1 Kb
01.01.2000 0:08 TekcTOBBIA AOKYM 0 KB
15.1 MaketHbIA dain .. I KB

Jlnst monmyduenust uHGopMaIy o TeKymux HacTporikax noakmrounte USB Flash - nakonurens k

NIUTIO3Y M YOenuTech uTo 3aropenach jamma USB.

1)

Haxxmute 1 ynepkusaiite knonky FN. Jloxxaurech MUranus 3eseHoi tammnsl Diagnosis Ha

NepeiHeld TaHeIH, 3aTeM CITyCTsl 3 CEKyH/Ibl 3arOPHUTCS KpacHasi JIaMIia, Cpasy Mocje 3aropaHus KpacHoi

JIaMIIbl OTITyCTUTE KHONIKY FN.

yepe3 3 CeKyH bl

OTIYyCTUTH KHONIKY FN.

B mpouiecce coxpanenus Hactpoek Ha USB Flash - Hakonutens, OyayT Moprars KpacHas u

3CJICHAs JIaMIIBI.



https://www.iface.ru/pub/KP_ISET_2/????%2520?8112.??/?????????%2520?????????/
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[Mocne 3aBepienus Bce namibl quarHoctuku noracHyT u USB Flash - HakonuTens MOxHO
W3BJICKATh.

! BHUMAHMUE. Ecnu depicamp KHORKY 00ibuUie - MO HE00X00UMO 0eprcamp ee 00
nozacanus écex 1amn OUAZHOCMUKU, M020a HUKAKUX Oelicmeuil He dyoem.

! BHUMAHHE. Ecnu denams deiicmeue no naxcamuio knonku oe3 USB Flash -
Haxonumens - WJK03 nepeiioem ¢ cocmosanue cot (evikatouumces). Oopamuo ¢ padbomy monbko
nepekilouenuemM NUManus.

Ha nocutene B karanore /MOXA/INFO Oyzner 3anucana Bcst uH(GOpMAaIus 0 TEKYITHX

HacTpoiikax OC u xonust koHQurypauuu I10 cepsepa "OUK Hducnetuep HT".

Jlsist mpoCcMOTpa ¥ U3MEHEHHS HACTPOEK IpeJyIaraeM UCIIONIb30BaTh PEAAKTOP YCTAaHOBICHHBIN
Ha HOcuTene (notepad++).

! H3menenue gpaiinos cmanoapmusimu pedaxkmopamu windows mModxcem ux ucnopmums -
dopmam mexcmosuix paitnoe Linux u Windows paznuunutil.

BrI30B pemakTopa MOXKHO ciienarh yepe3 yrwmry "Pemnakrop"(Penakrop.bat) B karamore /
MOXA

[MostBUTCS OKHO penakTopa ¢ Bkiagkamu (4 ¢aiina) interfaces, ifconfig, timedate,
MoxaNewConfig.bash

interfaces - nactpoiika cetu OC;

ifconfig - oryer o Texymem cocrostHuu cetr yTuHTH ifconfig;

timedate - oT4eT O TEKYIIEM COCTOSHUU JaThl U BPEMEHH;

MoxaNewConfig.bash - ucnionasiemMbIit paitst 11 3arMcy HOBOW KOH(DUTYpAIUH [UT03a;
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(& "C\Moxa uc100\ServicesUSB\MOXANinfo\interfaces - Notepad++ - O X

Window 7 X
] 3]

File Edit Search View Encoding Language Settings Tools Macro  Run
cHEHE 2 G&] Dlocithyl @ BE|= EREnD s
[ interfaces E3 lEi‘fcon‘fig.ﬂ.‘t t Jl & timedatect| txt ¢ ,] B MoxaMewConfig bash ¢ Jl

L#

ER

source-directory /fetc/network/interfaces.d

4 auto ethl ethl lo
5 iface lo inet loopback

iface ethl inet
address
netmask
10 gateway

static
10.0.0.110
255.255.0.0
10.0.0.11

11 dns-nameservers 10.0.0.10

13 iface ethl inet static
14 address 192.165.1.1
15 netmask 255.255.255.0

Ln:16 Col:1 UTF-8 INS

Mormal text file length: 310 lines: 16 Sel:0]0 Unix (LF)

JI1st u3MeHeHust HaCTPOEK CETH - U3MEHHTE (ailn interfaces u mpoBepbTe YTO CTPOKA

konupoBanus (B aiiine MoxaNewConfig) akTiBHA (HET peUIeTKH B IEPBOIl MO3UIINN).

#********************************************************************

# HacTpoOMKa CeTH

cp /media/INTERFACE/MOXA/INFO/interfaces /etc/network/

Ecnu n3menenuit B cetu He TpeOyeTcs - HA0OOPOT YCTAaHOBUTE PEIIETKY B MEPBOIl MO3UIINH.

#********************************************************************

# HacTpoOUMKa CeTH

#cp /media/INTERFACE/MOXA/INFO/interfaces /etc/network/

Jl1s n3MeHeHus: 4acoBOi 30HbI OTpedyeTcs yOpaTh # B CTPOKE C HY>KHOM 30HOH (TOJIBKO O/IHA
30Ha JIOJKHA OBITh akTUBHA! B aiine).

Ecnu He TpeOyeTcsi cMEHbI 30HbI - BCE CTPOKH JTOJIKHBI ObITh HEAKTUBHBI (TIOMEUEHBI #).

[Tocne BHeceHUst TOOBIX U3MEHEHUH HEO0X0IUMO MTPOU3BOAUTH COXPAaHEHHUE Ha KaX10i

BKJIaJIKe (T1€ IPOBOJMINCH U3MEHEHUS) OTAEIBHO.
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[Tpumep ¢aiina Ayt CMEHBI HACTPOEK CETH M YaCOBOTO TI0sica

B interfaces .Jl B feonfig tat .Jl B timedatect i £ [=] MoxaNewConfig bash E3

$#!'/bin/bash

3 # ....................................................................
= %# HaCcTpOMKa CETH
5 op /media/INTERFACE/MOXA/INFO/interfaces fetc/network/
&
7 %# ....................................................................
8 # HacTpoMKa YacoBODo nNofca (VEepMTe pemNeTEY # OA8 HYEHOWN CTDORM)
]
10 $timedatectl set-timezone "Europe/Moscow™
11 timedatectl set-timezone "Asila/Yekaterinburg"®
12 H#timedatectl Zet-timezone "Asia/Vliadivoztok"
13 #timedatectl set-timezone "Asia/Tomsk"
14 $timedatectl set-timezone "Asia/Yakutsk"
15 #timedatectl set-timezone "Asia/Cmsk"
16 #timedatectl set-timezone "Asia/Novosibirsk"
17 $ftimedatectl set-timezone "hAzia/Novokuznetsk"
18 $ftimedatectl set-timezone "Azia/Magadan"
15 $timedatectl set-timezone "Asia/Erasnovarsk"
20 $timedatectl set-timezone "Asia/Hamchatka"
21 $timedatectl set—-timezone "Asia/Blmaty™
22 #timedatectl set-timezone "Asia/hnadyr"”
23 $timedatectl set-timezone "hzia/hgrobe"
24 $timedatectl set-timezone "Azia/Aszhgabat™
25 $timedatectl set-timezone "Europe/Kaliningrad"
26 $timedatectl set-timezone "Europe/Hiswv"
27 $timedatectl set—-timezone "Europe/Eirov"
28 #timedatectl set-timezone "Europe/Minsk"
-~ P | PR, PEE— —_— D L1 5. - DRSNS - P —_— | ]

Jnst mepeHoca HOBoM koH(purypauuu B nuto3 nojakiatounte USB Flash - Hakonurens k numo3y u

ybeautech uTo 3aropenacsk Jammna USB.

<> 0

Haxxmute u ynepxupaiite kHonky FN.
JloxmuTech MUTaHUs 3€JIeHOM Tamibl Diagnosis Ha repeaHei maHenn, 3aTeM CITyCTs 3 CeKYHIbI
3aropuTcs KpacHas jamra. 3aTeM CHOBA 3aMOpraeT 3eJIeHas jJamia Ha 2 ceK U cHoBa KpacHasi. Cpasy

MOCJIE 3arOpaHusi KpaCHOM OTIyCTUTE KHONKY FN.



9

@
O
@)

sisoubel

-

3 cek.

S

@
O
©

sisoubel

-

2 CeK.
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-
O
L
)

—
Ue
Q

Q 5

O

3 cek.

9

@
O
@)

sisoubel

-

OTIYyCTUTH KHONKY FN.
3arycTUTCs MpoLeaypa 3alicH HOBOM KOH(PUTypallly CONPOBOXKIAIOIASICS OJHOBPEMEHHBIM

3aropanueMm Bcex 3 mammn Diagnosis.

[Tocne 3TOrO MEpe3arnyck nuTr03a MPON30HAET ABTOMATHUYECKH B TEUCHHE 2-3 MUHYT.

! BHUMAHMUE. Ecnu depcamp KHORKY 00JibuUie - MO HE00X00UMO 0eprcamp ee 00
nozacanus écex 1amn OUAZHOCMUKU, M020a HUKAKUX Oelicmeuil He dyoem.

! BHUMAHMUE. Ecnu denams oeitcmeue no naxcamuto knonku oez USB Flash -
Haxonumens - WJiK03 nepelioem ¢ coOCmosanue nepe3azpy3ku (2-3 mun).

MOo’KHO IPOBEPUTH U3MEHWINCH JIX ITaPaMETPBI ITyTEM IIOBTOPA IEUCTBUM 110 CYUTHIBAHUIO

UH(POPMAITUH.

3.3.2. Hacrpoiika uepe3 koHcosb Linux

Ornucanme nHactpoitku OC Linux wucmomb3ys AOCTyn K KOHCONM  4Yepe3 ceTb. B cimyuae

HCAOCTYIMHOCTHU CCTCBOI'0 COCAMHCHHUA MOXHO HUCIIOJIB30BaTh COCANHCHUC HOpT KoHcoJn muno3a - COM

MOPT KOMIIBIOTEPA.

Yeranosuts SSH coennnenne numosa J[8112 nmo onnomy u3 nmoptos: Ethernet-1(LANT1),
Ethernet-2(LAN2) ¢ kommbrorepom, ucnois3yromum OC cemerictea Windows NT, myTém monkitodeHus

YCTPOWCTB B OAHY JIOKaIbHYIO ceTh. [IpenBapuTeIbH0 HEOOXOUMO Ha KOMIIBIOTEP YCTAHOBUThH YTUIIUTY
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PuTTY (moctymHa ist cKauMBaHUSI IO CChIIKe https:/www.putty.org , https://www.iface.ru/pub/tools/).

IP agpec kommbroTepa IOKEH OBITH B TOM K€ TUAINIa30HE, YTO U aJpeC MIUTI03a.

3anyctuth yrunuty PuTTY wu ykaszare [P-agpec Ethernet mopra LAN1 u Haxars
«Coemnunutscst». g coenuaenus uepes COM nopt BeiOepute Tun coennnenus "Serial", u 3anaiite

aJipec mnopra.

B Hacrpoiikn PUTTY *

Pasnens:
= Cearc

Ocropriese HacTpodku ceanca PuTTY
YiaxuTe agpec, K KOTOROMY XOTHTE NOMKMCNY TeCR
Am xocTa (ann IP-appec)
[10.0.0.109

THn coemsHEHMA;
() Telnet (@) 55H

i KommeHTapui
= Tepmusan
Knaguatypa
i VES DOMNEHMA
i DoofeHHocTh
[=) Oxro
- Brewsia Bua
i TPon | |
T_l MNosegette

Kopmposxa

Mopr
|[22

(OJRaw () Rlogn (Sedal () Cygtem

Ynpasnerne ceaHcam

O

Defaul Settings Jarpyaume

i UseToBan crema Lopmae
i ManepcceinKia
Lo Mormtn

- Coemsienme
i Oamresie
Mpokci

Yaanums
HoBan nanka
Yoamims nanky

Ypopers Buiwe

Marka ;Da‘aL.l L

0 Mporpamme

3aKpeIBATE OKHO NpW BEMOGE:

") Beerna () Hiaxorna (@) TonsKo BpyuHyo

Coegammmecs B HoBomM okHe

Omaena

B nosBuBmiemcs oxue KOHCOJIH, HCO6XOI[I/IMO BBCCTHU JIOTUH U I1aPOJIb. ITo YMOJIYaHUIO

YCTaHOBJICHBI CIIEAYIOMINE PEKBU3HUTHI JJIS1 BXOJA:
Login - moxa

Password — moxa


https://www.putty.org
https://www.iface.ru/pub/tools/
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B 10.0.0.109 - PuTTY

s password: i

[Tocne ycneniHoi aBropuzannu, HEOOX0AUMO BBECTH CIIEAYIOLIYI0 KOMaHy:

sudo su
JlanHasi koMaHa MO3BOJIET MPOU3BECTH aBTOPU3AIIUIO IO/ YYETHOUM 3aMUCHI0 MOJTHOMPABHOTO

aamuHuctparopa OC. 3areM HE0OXOAMMO BBECTH MTApOJIb MOXA.

B 10.0.0.108 - PuTTY

HERBHEE FREFSH
HERE  RERE
gag B4

&

o i %

o

[Tocne momyyeHus: aAMMHUCTPATUBHBIX MTpaB, HEOOXOIMMO BBECTH CIIEAYIOLIYIO KOMAHTY:

© mc
JlanHass KoMaHJa TO3BOJISIET OCYIIECTBUTH IMEPEXOJl B MOMYJSIPHBIN (DailIOBBI MEHEIKep

(Midnight Commander).
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B® 100.0.105 - PUTTY — | b

B i [root®Moxal:/home/moxa - O *

e 0 x ) — Y | 1Ty [T — Y
N Name Size i i S5ize |Modify Time
i - 2 Tais UP—DIR Apr 26 2017

. bash~story| 34|sep 6 2018|| .bash-story 34|sep 6 2018

UP--DIR UP--DIR

Hint: To ¢ ; : y halfway through ty
root@EMo)

®aitnoBsiit MeHemxkep MC

[epexonum B kopHeBoit karanor OC /. Ilepexon B Karajor ypoBHEM BbIIIE, OCYIIECTBISETCS IO

HAYKaTHIO Ha CUMBOII /..
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B e [roct@Moxaly) — (] ey

Size |Modify time
UP--DIR Apr 26 2017
1024 | Sep 2018
1024 | Sep 2018
1024 | Sep 2018
3 =7

.bash_history 42|1Jan 2 06:3

/1
FfMost+Found
J/media

JSmnt

Jopt

/proc

jroot

JSrun

/sbin

1 e 145N
built in the Midn T o nander, check the File/FTP

Elview RIFdIt RXopy RiRerMoviggkdir JDeletefePul IDnliouit |~

KopueBoii karasor (maHesns cieBa)

3aTeM HEOOXOIMMO OCYILECTBUTH MEPEXO] B Karajor etc, fAanee mepeiT B katanor network u

BbIOpaTh (aiin interfaces.

B mic [roct@Moxal/ete/ network - (] ey

3 Size
Jan 1 05:02 - UP-=DIR |
Jan 1 05:02 - 1024
fif-post-down.d Apr 26 2017 : i 1024
fif-pre-up.d Apr 26 2017 /. 1024 |
Jif-up.d Jan 1 05:02 .bash_history 423
fimterfaces._d Mar 13 2015
~wun " | 12|apr 26 2017

interftaces
l_-l:l ]

y require holding the shift

CefPul IDmvouit |~

Jlanee He00XOIMMO OTKPBITH TAaHHBIN (aiisl B pexxuMe peJaKTUPOBAaHUS, Iy TEM Ha)KaTHs KIaBUILN
kiaBuatypsl F4. B oTkpbIBIIEMCS OKHE pejakTopa cleAyeT MPOU3BECTH U3MEHEHHE CETEBbIX PEKBU3UTOB,
MOCJIe BHECEHHBIX U3MEHEHUH 00513aTeNIbHO COXPaHUTh OOHOBJICHHBIN (aiii.

! unozoa npu 3anycke peoaxmopa npeonazaemcs 6vl60p muna peoakmopa. Beioepume mun 2

(mo naubonee nPuBLIYHLLIL U NPOCMOIL PEOAKMOP).
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B 10.0.0.109 - PuTTY — O ®

‘et C/T k/Sinterfac

iface ethl inet
addr
netma

PenaktupoBanue (aiina cereBbIx HacTpoek nurro3a J[8112.xx

! Buecennvie uzmenenus eécmynaiom 6 cujily monabKo nocie pecmapma ycmpoiicmea. /Ins
nepe3anycka wir3a, HeoOX00umMo eeecmu c1e0yIouy0 KOManoy:

«  reboot

3.4. Hacrpoiika I10 OUK ducneruep HT

Kondurypuposanue IIO cepsepa «OUK ucneruep HT» B cocraBe numosza J[8112.xx
MIPOU3BOAMUTCS C MCHOJb30BAHMEM YAAJIEHHOTO MOJKIIOUEHUS YTWIMTOM HacTpOWKH cepBepoB. Jlis
yaasnienHoro koHgurypupoBanus I10 cepsepa «OUK [Qucneruep HT» HeoOxoammo peain3oBaTh
creayrouee qeiCTBUs:

1) Ha xommetorep ¢ OC Windows yctanoButs kordpuryparop 10 cepsepa «OUK ducneruep
HT» (Homep Bepcuu poimxeH ObITh He Hike 2.3). s meneil ynaaeHHOro KOHQUTYpUPOBaHUS TIPH
YCTaHOBKE BA:KHO CHSTD T'aJIOUKY C IMMyHKTA « YCTaHABIMBAThH CIYKObl». HCTAIUISIIMOHHBINA (aiin 1is
ycranoBku koH(puryparopa I10 cepsepa «OUK ducneraep HT» naxonutcs na USB-Flash nakonurene,
HyIIEeM B KOMIUIEKTE MOCTaBKH 1utto3a J8112.xx.

2) Ilocne ycTaHOBKM HEOOXOAMMO 3aITyCTUTh IIPOTPAaMMy HACTPOMKA CEPBEPOB, B
nosiBuBIIeMcs OkHe «COETMHUTHCS C cepBepoM» BbIOpaTh THIl KommbioTepa «lIpoune (13 criucka)», B
nojie uMs ykasarb [P-anpec numosa J18112.xx. s aBropu3aiiuy HE0OOXOAUMO BBECTH JIOTUH U MAPOITb.
[To ymMom4aHHIO yCTaHOBIIEHBI CIEAYIOIINE PEKBU3UTHI JUIsl BXOJA:

Login — admin

Password — admin



25

. Hactpodika cepeepos (c)interface - Ll

Komnstotep  Komnodedt [MNowows

7|3 njo|n +|-|=][L]
Ciytics | | _
Hactpoidika cepeepos (c)interface - COBAMHNTLECA © CEQREROM e
KoranmiaTep
™ 3ra mauma | " 0K |
(" CeTepoa orpusanue [c2Te Micromlt)
X Orriena |

* [Mpouwss [Ws crivcea)
" Ddpas KoHgUrpaUKH

Mra [10.0.0.103 |

r TToAHOEOMHEIR NoNESOEETE NS

Hra Ja.dm'n

nﬂIJ'DJ'Ib |ui-1

ITocne YCHCH_IHOI‘/'I aBTOpU3allU CTAHCT JOCTYIIHBIM OKHO HaCTpOﬁKH CCPBCPOB

Bl Hacrpoiixa cepeepos (c)interface - 10.0.0.109 - a P

Komneworep  Komnodeswt  [Nomows

7| m|E|g| #]-[=]5] NE O

I Cogweie || Ceoircreo Inauerue

Eu@ M acTep-cepeuc LogFileSize
E&, TMS [Cepeep gaHHsx] OTreEHa 3aMUCK 3 HeT ¢<default:
m THMS [deneta) Fatoui
L THS [Brewnsaa sanaqa) sl

L. &' RES [Cepeep AB aze)
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[Tpu padore ¢ [0 «OUK [Jucneruep HT» ciexyer oOpatuTh BHUMaHHUE Ha MTOTyYSHHE

JHIIEH3WOHHON HH(pOpMALINK:

b
Hasxatue B manenu OBICTPOTO TOCTYyTA HAa 3HAUYOK J MO3BOJISIET TOTYYUTh HUHPOPMAITHIO

00 ucnons3zyemoil nurozom J[8112.xx. nuuensuu I10 cepepa «OUK ucneruep HT» .IlepeuepknyThiit

KpacHOM JTMHHEH 3HaK ﬁ CUTHAJIM3UPYET O HApYIIEHUH JINLEH3UU.

! Basicno - npu napywienuu nuyeH3uu w03 npekpauiaem padomy uepes uac nocie cmapma.
Ilpuuuny napywenus moxcno cmompems 6 xcypnaie cepgepa. Yawie éceco smo ceazano auoo
npeeviuienuem 00vema meaenepamempos, 1udo Ucno1b308aHUEeM 3ANPEU|EHHBIX KOMHOHEHMO08, 1Ub0

ucnonvzosanuem eepcuit IO co30annvix nozonee 0amovlt COnNPOBOHCOCHUS.

m DaHHeie KNoJa 3aWwuTel - (] ot
ID wmwua: 054CF2FE134B2FE1
Opradsauns :

CeofcTED | 3nzvenue |

1]

K80 napareTpog
K86 AoAR308 ST &AEH
ConpoBosaeHie go
MODUS

SPABLIS

Nara coznaH9a
IEC 103

OrPC

IEC 61850

ARIS SCADA
Web-clent
Mrmynsc-apsie

PIMN -on
Mnarpopma

ATl SCADA,

DHP3

K.op SeanacHocTi
CRC a8k

1000

Fo

31 peradpa 2018

E

HET
(5 ceqTatpA 2018

EEEEEE

—_
LA
=i

qe7

LR

o=

DE47725

I[aHHBIC KJIrO4a 3alIUuThI.

! Ilpouzeodumsv ycmanosxky kawua 3awgumsl u id-paiina nuyenuu

He mpeodyemcsa!

Ooopyoosanue winro3 /I8112.xx nocmaensaemca ¢ ycmanosienuvim komnaekmom IO u id-¢haiinom

JquueH3uu.

B cepsepe «OUK Jucnieruep HT» aiist o6opynoBanus nuto3 JI8112.xx ycraHaBimBaeTcs

OTMEHa 3aImycKa cepBepa crarndeckux qanHbeiX (RBS - ceprep), Tak kak nutro3 [18112.xx He

noapasymeBaet peanu3anuu Gyakuuii APM pucnerdepckoro nmepconana. Cm. pucyHok Ne24.
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B Hacrpoiika cepeepoe (c)interface - 10.0.0.109 - O X

Komnetotep  Komnowest [Momows

g|m| m|m|e +- !».‘.|E|| u\.l
1|:J'I':|}KI5I:-I 'I CeolicTen IHaqeHHE
E-=§ MacTep-cepeuc HmaA RBS

ElJ_E_;. THMS [Cepeep naHHEx]
. T TMS [Denera)
T TS [BHewHas sanayal

-, RBS (Cepeep RBase]

OTrEHa 3anycka

OtmMmeHa 3aITyCKa CCPBCPa CTATUYCCKUX JaHHBIX.

B cepsepe «OUK [ucneruep HT» ans o6opynosanus nuto3 J[8112.xx ycranapnuBaercs
"maccuBHBIN" pexxuM paboThl cepBepa AuHaMuueckux naHHbIX (TMS - cepsep). [laccuBHbIM pesxum
NpeHa3Ha4YeH JJIs1 OTPaHMYSHHS 3aITUCH KYPHAJIOB PETUCTPAIIMU COOBITHH, KypHAJIOB O€30MaCHOCTH U

JKypHaja CO6LITI/II71, B BUAY OI'paHUYCHHBIX PECYPCOB MaAMATHU UCITIOJIB3YyCMOI'0 KOMITBIOTEPA.

B Hacrpoiika cepsepos (c)interface - 10.0.0,109 = a Pt
Komnerotep  Komnodent [MNomows
|| mjE|E o -|@|o »El A
1 gkt 'I CeoficTeo IHAuEHME
B8 MacTep-cepeuc Mra TMS
E‘@' TM5 [Cepeep gaHHeix] OTrieHa 3anycka Her <default>

TR TMS [Denera) n - _ default
| k| deral 3
o TMS [Brewnss sagaéa) ——— L

- Q RES [Cepeep RBaze|

[TaccuBHBIM pexxuM paboTHI cepBepa AMHAMUYECKUX JTAHHBIX.
B Bepcusix I1O ceprepa «OUK Jlucrieraep HT» mist o6opynoBanus numo3 JI8112.xx
UCTIONB3yeTcs cucteMa nHpopMamoHHo# Oe3omacHocTH. [lepBocTeneHHO HEOOXOAUMO YOeIUThCS

B ToM, uto [1O cepepa «OUK ucmerdep HT» ucnons3yer «ba3oBwiii» YpOBEHb O€30MTaCHOCTH, IS
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3TOTO B HACTPOUKE CEPBEPOB CIEAYET OTKPHITH IyHKT MeHIO «KoMmnbroTep» - « YpoBeHb O€301acCHOCTHY,

MOABHUBHICECA OKHO JOJIDKHO COOTBCTCTBOBATH PUCYHKY.

Y¥poseHb GesonacHocTh X

YpoeeHe: 01

s rea [E RS - |

¢ (] 4 x Orrena

Jyis monydeHus 1ocTyna K OKHY MOl O€30IMacHOCTH MMyTEM HaXKaTUsl IPABON KHOMTKOW MBIIIN
Ha ogHOM U3 ypoBHel (Macrep-cepuc, RBS-cepsep, TMS-cepBep) B MosiBUBIIEMCSI OKHE HEOOXOIUMO

BbIOpaTh cTpOKy «be3onacHOCTbY.

B Hacrpoiika cepeepos (c)Interface - 10.0.0.109 = O X
Komnetotep  Komnonent [Nomowe
7B olE|e +|-|@lo] « E” *\-I
I C iyt | CeoicTED SHauEHME
E-=§ MacTep-cepeu Mria THS
B :
f '@'m THS [, JoBaENTE KOMOOHEHT a Her <default:
L TMS [ YOanuTh KOMOOHEHT i
""" '@' RBS [Cepe Hacrpoiika
Monutop
bezonacHocTe
Pezeps
BackUp
A

Br130B okHa MOynst 6€30MaCHOCTH.



29

. Besonachocre m posesopsrenn cacrens TOGD 1 - (c]lriedace = O =

Mausiia  Flonwicsatens  Pesepamss koniea  Hyprass GeonadHeom

ER:Y -]

CofCTREHHEA NONs30EaTEAL . admin

OELEKT SES0NACHOCTH: MOCTER-CEREUE f ROHUNLDBTIR

Fazpawsran [J0O00507F]

[  Mrews F Yrese [ofuwee]
[ Rsmecs M  Jance [ofwes)
[¥ Doomynk paranoras W Bos[ofwes]
[¢  Doomyn e gepseper

[ Ipecoupoera

[ DhooTyn i 0y e sonac T

|

JOCTYN K, NI A LACTRTOR
Haranese npas

<

DrparereHe no eperes | SnokHpoErs | Dirpaririciis mmu-al

e 1 N T

Brow earaonan g | - 1 (O T
Bctupomame rocesMomasas [0 4]

T

Novteaosaramn adiongoaaa

Maparn

Coomiilio NApaNs npi. Goen Bsogs |

Mpseageams
11 Brana

Oxno moxyns 6e3onacuoctu I10 ceprepa «OUK ducnetuep HT».

Ob6opynoBanne numo3 JI8112.xx mocTaBisieTcss € YyXKe HACTPOCHHOW YUYETHOH 3aluchio
aJIMUHHUCTpaTopa, UMEIOIIEeH MOIHBIA Habop MpaB 0€30MaCHOCTH Ha BCEX YPOBHSX. MI3MEHUTH aposib A7
JTAHHOM y4eTHOH 3almMucu BO3MOXKHO IyTeM HaxxaTusi KHOnKU «Ilaposby.

HpOBepI/ITB WX U3BMCHUTDH IIpaBa 0e30IMacHOCTH Ha Pa3HbIX YPOBHAX BO3MOKHO B OKHAaX MCHIO,

TIOKAa3aHHBIX Ha pUCYHKaX.
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. BetanacHacTs v nonbsassrenn cretenes " TOO00E - (climtedfsce - [} b4
Mawmna Moswicsatens  Peseperan konua  AKyprane SesonacHocti
= §3 adnin

t RBS N

% COBCTEEHHEE NONL20BaTEN: . admin

J8sekT B230nacHOCTH: Cepeep 6asu OaHHEx FBose - RBS
Paaspeweaiaa (F00000007 )

Hresmn

Sarmice

= 9 A

Fessperos rormposaue
Uresisie [ofwes]

Zareck [odwes]

Bee fofwee|

= % =

PenakrupoBanue npas 6e3onacHoctu RBS-cepsepa 10 «OUK ducnetuep HT».

. EBesonaciocTh i nonssoeatens cucrerss 1000109 - (cinterface - O =
Mawmsia  MNonwomarens  Pelcporas conwa  Eypeias Geionachocma
= ﬁ anciin
E- % CoscTEeHHMA NOME308aTENs | adrmin
DEvEkT GBEF0NDCHOCTH, CEPESP AHHAMWUBCHMY DaHHER = THE
Paxpewerses [$00004FF 3}
I Yrers repaserpin o Mamenads TaaiesnTon
B Mlapasioiss Tensm e W Proacponos Konkponaeis
W Teneypesasss P Mpaso cosusanssors sxans
' Npocsarp perpo B dresne fodue)
W Tpaccepomsa M Z=necs fofwee)
R Marmmmme yorasoe W Bee ohwes]
R DocTas TeasteToaa
W Docrsns smsperyps
Donarmrsrerehn
TpspeEsers

Ml Beoa

PenaktupoBanwme npas 6e3onacHoctu TMS-cepBepa [10 «OUK Hucneruep HT».
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. JononHuTensHele napameTpel / paspeLl eHHA = O >
Hariep nanezcearena té]
MNcesaoHum |"“°"‘EII
Napone TH I
Mpynna |D w
1D kmoya ]
™ MHEMOC<EMbI ~

¥ Mpocmorp ofiwms

¥ Mpocmorp rpynnosex

v Braaus kordange TH

¥ Mepexnoverue cocTosHmua TC

[¥ PegakTuposarie/nepenterosanie obwmx
¥ PegakTuposanie/NepemMeH0BaHUE MDYNNOBEK
v Hganerme ofwms

¥ YnaneHue rpynnossi<

¥ Mepeurvenceanie ofwws rpynn

¥ MepeurenceaHie rpynnoekx rpynn

v Yganerue ofwus rpynn

v YganeHue rpynnosbi= rpynn

[T TEKCTOBLIE NOKYMEHTHI

¥ Mpocmarp ofiwms

¥ Mpocmorp rpynnoss:

W PegakTuposaHie/nepertieHosaHue ofi 4y
V¥ PenakTupoeaHue/NepeuMEHOBIHUE MPYINoBLIX
¥ Yaanerme obwms

¥ Ynanerue rpynnoseis

v [epeuteHoBaHWeE 06K FpYnn

[V MepeuireHoBaHWE FPYRRGELE FRYNN

[¥ Ypanerue ofwms rpynn

v YpaneHus rpynnoes- rpynn

[T ENAHKM NEPEKNINYEHWA

[¥ Pepaxruposarue/nepeureHosarie

¥ Yoanemue

v [NepeureHoBaHe 0fbeETOE

W Ynanerue nfmekros

" OK x Carcel

P CAAKTUPOBAHUC JOIMOJIHUTCIIBHBIX MMApaMCTPOB IIpaB

6e3omacnoctu TMS-cepsepa [10 «OUK Jucnetuep HT».

Jl11s koppekTHOH paboThl ¢ 06opynoBaHreM 103 [[8112.xX m1ocTarouHO OHOM yU4eTHOU 3amucu
aJIMHHHCTPATOPa, TaK Kak 000pyA0BaHUE HE MopasyMeBaeT peanusanuu GyHkuuii APM aucneryepckoro
MepcoHana, CIelI0BaTeIbHO, OTCYTCTBYET HEOOXOAMMOCTh CO3MaHMs OONBIIOTO KOMWYECTBA YUYETHBIX
3anucedd. [Ipu HEOOXOMMMOCTH CO3MAHUS JOMONHUTENBHON YYETHOH 3amucu Al KOH(QUTYPUPOBAHUS
[IUTI032, PEKOMEHJYyeM BOCIIONB30BaThCsl HHCTPYMEHTOM J00aBICHHS COOCTBEHHOTO TOJb30BaTels,

nponeaypa co3aanus nNpoaAeMOHCTPUPOBAHA HAa PUCYHKCE.
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Nperigaay
fl_ B

Co3panue COOCTBEHHOTO MOJIH30BATEII.

Hanpneiimee kondurypuposanue [10 cepsepa «OUK ducneruep HT» B uacTu HamonHeHUs
0a3bl TaHHBIX TEJIEMETPUH (CTPYKTYpPbI) U HACTPOHKHU NpuEMa/nepenadu HHPOPMALMOHHOTO 0OMEHa
JTaHHBIMU (000PYIOBaHHE) OCYILECTBIISETCS CTAaHAAPTHBIMA HHCTPYMEHTAMU HACTPOMKHU.

[TonpoOHbIe MHCTPYKLIMHU TOCTYIHBI B pyKoBoIcTBe noib3oBaress [10 cepsepa. JlokymenTarus

JOCTyIHa 1o ccbuike: https://www.iface.ru/support/docs/

3.4.1. HacTpoiika aCHHXpPOHHBIX ITIOPTOB

Kondurypuposanue noptoB cienyer BbonHATh cpenctBamu 110 cepsepa «OUK lucneruep
HT». Ilpu onucanuu o60pyoBaHus B HacCTpoiike koHpurypauun TMS-cepBepa HE0OX0IUMO 10T yPOBHEM
cTaHuuu 100aBuTh npaiiBep COM-moproB, nanee nox ypoBHeM japaiiBepa COM-mopToB 100aBUTH

«ITocnenoBarenbHbIN TOPT».


https://www.iface.ru/support/docs/
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m Ceprep apramnqeoons Jannen TS (maca) - O b4

Copergpa Ddoputonaie |I|mm| M 3Tt BB 2 NEEHTa

- l CraHuma Horep nopTa

= g Dfwpi opafiesp TCRAP M yctpofictea il
- % Openesp COM-noproe _ CropocTe (baud) 600
B (ocieaosaTtensH=G nopT (1)
EnTHOCTE 3 GuT
- Momer | nepeasqn
- ] B E70-5101 neganamcs ofeen (nepaLamas) HeTHocTe M (Her)
- [ YzaneHHes crasuus 1 CTon-guTe 1
- [ as0u RTE-CTS kOHTpONL - (HET)
- & Mpynna THT KOMaMO8 KOHEHIYPSEUHIN saliretace e 1
% TWT [z na. Toukod) 1001 (1:1:1)
&= TAT [cna. Todkoi) 100201 :1:2)
TG HEmpRBHOCTH (RO
B TC {ommonaz) 1601 :3) - = :
EHuranme!
FTOT INEHAHT NOAORPAMBSRTCE TONLKD
B BEpCuH Cepeepa 3.0 wnu Beiwe.
Eipara NDCneaHero MEMeHEHMR 200092018 165351
MonLP0naT ek AMDLISVAS
A ;E,E Bmmurb| Eé Covpamite | Bwnonn I

B HacTpoiikax mocieaoBaTeIbHOTO MOPTa BBLACISIOTCS ClIeAyonie (yHKINN:

Howmep nopta - B JaHHOM CTPOKE yKa3bIBa€TCSl HOMED MOPTa B CIIMCKE CTPYKTYPbI
(Ipon3BOJIBHOE YHUKAJIBHOE YUCIIO OT 1 10 255).

Nwms ycTpoiicTBa - B TaHHOM CTpOKEe HEOOXOIUMO OMHCATh UMS yCTpoicTBa(TIopTa)
komnbiorepa. Kommnerorep MOXAUC-8112-LXv2 umeer 1Ba nociaea0BaTelbHbIX TOPTa ¢ UMEHAMHU
ttyMO, ttyM1. Mst ycTpoiicTBa HEOOXOUMO YKa3bIBaTh KaK IOKAa3aHO HA pUCYHKE 0e3 yKa3aHUs MOJTHOTO
myta OC(/dev/ttyMO).

CKOpOCTB - B IaHHOM CTPOKE 3aJaeTcsi mapameTp cKkopocTH B auarnaszone ot 1200 qo 115200
6o1.

ButHoCTh - B TaHHOM cTpoKe 3a1aeTcs pasmep Oaiita. PeannzoBanbl 1Be HacTpoiku: 8 6uT, 7
OuT.

YeTHOCTB - B JaHHOM CTPOKE 3a4a€TCs IIapaMeTp KOHTPOJI YETHOCTH. Peann3oBansl
Hactpoiiku: N(uet), E(uetnast), O(HeueTHas).

RTS-CTS koHTpOIb - B JAHHOW CTPOKE HACTpauBaeTcs QYHKUUS YIIPABICHUS TOTOKOM
OaiiToB. Peanu3oBansl n1Be HacTpouiku: «[lay/ «Her». (Tombko mist pesxkuma RS232 mpu oomene ¢
YCTPOHCTBAMHU TPEOYIOIINX KOHTPOJIS TOTOKA).

Komanna xoHpurypamuu - B JTaHHOH CTpOKE MOXKHO MTPONHUCATh KOMAaHIy KOH(UTYpaIIH
yCTaHOBKH pexxuMa padbotsl COM-nopra.

Jla nopra 1
setinterface /dev/ttyMO O - koMaHa ycTaHOBKM pexuma RS232

setinterface /dev/ttyMO 1 - komanaa yctaHoBkH pexxuma RS485

Jig nopra 2
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setinterface /dev/ttyM1 0O - komaHga ycTaHOBKH pexuma RS232

setinterface /dev/ttyM1 1 - komanga ycranoBku pexkuma RS485
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4. BOCCTAHOBJIEHHUE 3ABOJICKNX HACTPOEK

PeanuzoBana BO3MOKHOCTh MPUMEHEHUS 3aBOJICKUX HACTPOEK IILIH03a MIPH TOMOLIU
BOCCTAHOBJIEHUS TIOJHOTO 00pa3a yCcTpOoHCTBa.

Jlig sToro norpedyercs kapra namsatu tina SD (microSD ¢ npumeHeHHeM ajantepa) €eMKOCThIO
He menee 2 GB u komnbroTep nox ynpasieHueM OC Windows.

3arem HeoOxoaumo ckaudath ¢ caitta OO0 "HTK Uutepdeiic” daiin ¢ 3arpy304HbpIM 00pazomM

RestoreD8112.zip u pacnakoBars. CoaepKUMbIM JaHHOTO apxuBa siBisercs (aiin RestoreD8112.1img,

JaHHbIN (aill Heo0X0MMO MEPEHECTH Ha KapTy naMatu Tina SD ¢ moMOIIbio MporpaMmbl

Win32DiskImager(noctynna mist ckauuast ¢ caiita OOO "HTK UuTepdeiic"). OkHO porpaMmsl
[IOKa3aHO Ha PUCYHKE, HE0OX0IMMO BbIOpaTh (ailsl o0pa3a, UMsl yCTpOHCTBa Kyzia OyAeT IPOU3BOAUTHCS

3anuch (Device) u BeOpath dhyHkuuio 3anucu (Write).

% Win32 Disk Imager - 1.0 — O =
Image File Device
|D: /RestoreDa 112/RestoreDa112.img] | EY -

Hash

Maone ¥ |  Generate Copy

[] Read Only Allocated Partitions

Progress

Cancel Read Verify Cnly Exit

Write data from 'Image File' to 'Device'

Jlanee HEOOXOIUMO YCTAaHOBHUTH KapTy mamsTu B pazbeM g SD Card nomro3a J8112.xx. 113

JOJHKEH HAaXOJUTCS B OTKJIIOUEHHOM COCTOSTHUU.
[Tocne ycTaHOBKH KapThl MaMsTH BKItOUUTE nuT03 J8112.xx.
Uepe3 MUHYTY MOCJIE 3alyCKa yCTPOHCTBAa HEOOXOAMMO HaxkaTh Ha KHOnKYy FN u ynep>kuBarh

KHOTIKY JIO TIEPBOTO 3aropaHus KpacHoO# jJamibl Diagnosis, mociie 3aropaHust JamItbl HeOOXOAUMO Cpasy

OTHYCTUTh KHONIKY FN.


https://www.iface.ru/pub/KP_ISET_2/????%2520?8112.??/???????????%2520?????/
https://www.iface.ru/pub/KP_ISET_2/????%2520?8112.??/?????????%2520?????????/
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Jlanee HaunHaeTCs MpoIEaypa MepeHoca odpas3a Ha BCTPOCHHYIO MaMsTh YCTPOMCTBA, TaHHAS
npoleaypa MoxeT JuiuThes 10 10 MunyT. B nporiecce nepeHoca oOpa3a 0IHOBPEMEHHO MOPTaloT 3eJieHas

" KpacCHasd JiaMIia.

.

d
@ O ©

sisoubel

-

O 3aBeplICHUH MPOIIEAYPHI IEpeHOCa 00pa3a CUTHATM3UPYET 3aTOPaHUE BCEX TPEM JIaMIT

Diagnosis.

sisoubel
[ 6 e 29_]

[Tocne ycnenrHoro neperoca odpa3a HeOOXOAMMO BBIKITFOUUTH MITI03 (TTyTEM OTKITIOYCHHUS
nuTanus), yopars SD kapTy u3 pa3beMa u 3amycTuTh 1niko3. LImo3 3amycTiuTcs ¢ 3aBOACKUMEU
HACTPOWMKAMH .

Buumanue! Kondurypamus I10 cepepa "OUK ducneruep HT" Oynet norepsia npu
BOCCTaHOBJICHHH 00pa3a. PeKoMeHIyeM MPOn3BOIUTH PETYISIPHOE PE3EpBHOE KOMTMPOBAHHE

KOH(UTYpanuu.
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[Tocne ycnemnoro BocctanoBieHust o0pasa, npu noakitodeHuu k [10 cepsepa "OUK
Hucrnietaep HT" BO3HUKHET HEOOXOIMMOCTh YCTAHOBKHM TPaB MOIb30BaTens. [ 3Toro HeoOxoaumo
BBITIOJIHUTD CJIETYIONINE JeHCTBUS:

[Tocne BoccTaHOBIEHUST 00pa3a U HACTPOMKHU CETEBBIX HHTEP(EHCOB HEOOXOANMO 3aITyCTUTh
HACTPOWKY CEpBEPOB, B MOBUBIIEMCS OKHEe « COETMHHUTHCS C CEPBEPOMY BBIOPATh THIT KOMITBIOTEPA
«IIpoune (13 criucka)», B moje ums ykasatb [P-anpec kommbioTepa ¢ ycranosneHnbM [10 cepepa
Bepcuu 3.0. Jlns aBropu3anmyu He0OX0IUMO BBECTH JIOTHH U TTapoJib. [1o yMoI4aHuio ycTaHOBICHBI
CJIEYIOIINE PEKBU3UTHI JUIsl BXOJA!

Login — admin
Password — admin

T
n

KonnssoTep KopanoHeHT |-|!."."II.!'.

2| olojs| +|-|=]a] /6

Cryswiis |

Hactpoiia cepeepos (c)interface - coeaMHMTECA © CEQBEROM e

sor |
(" CeTepoa orpusanue [c2Te Micromlt)

* Mpowse [Wz cndceal X Ommens |
" Odpas KoHPUYpaUHH

Foramziorep
" Ira maunea |

Mua [10.0.0103 |

MOAHOMOMHEA NONES0EETENE

Hra |a-:|min

MNapone |»~-|

VianeHHoe MOAKIIYEHUE YTHHHTOﬁ HaCTpOﬁKa CCPBCPOB.
ITocne HepBOﬁ ABTOpU3alNHU IMMOABUTCA OKHO MPECAYIPECIKACHUA O HCAOCTATOYHOM YPOBHE IIpaB

JJIs1 U3MCHCHU S KOH(bI/IpraI_II/II/I 1 IPpOCMOTpa CTATUCTUKU Ha CCPBLCPEC, ITIOKA3aHO HA PUCYHKEC!:
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I . Hactpoiixa cepeepoe (c)Interface = O *

Komnetotep  Komnowewt  [Momows

s|m| o|m|m| «| -l |

= | [r—

e

, Bl He 0BnagaeTe NpasamMM, goCTaToqHEIMK gna
HIMEHEHWA KOH G UIVPaLKMK W NpOoCKMaTPa CTAaTUCTHEMR
Ha cepeepe 'l

0K |

[ 4

s nanpHeen paboTel, HE0OX0AMMO HaxaTh KHONIKY «OK». Jls moyueHus 1ocTyna K OKHY
MOJyJIsl 6€30MaCHOCTH ITyTEM HaXKaTusl MPaBOM KHOMKOM MBIIIN HAa OHOM U3 ypoBHel (MacTtep - cepBuc,

RBS - cepsep, TMS - cepBep) B OSBHUBIIEMCSI OKHE HEOOXOAUMO BBIOPATh CTPOKY «be3omacHoCTh».

B Hacrpoiika cepeepos (c)Interface - 10.0.0.109 = O =
Komnerotep  Komnodent  [Nomowe
ﬁ’lEg LI =1 &= =+ '|p? ‘"‘El ”\'I
I Caustiel | CEOHCTED 3HaveHME
E-=§ MacTep-cepeu Mraa THS
E‘l@l ‘ a Het <default>
f _____ =TS [, JoBGaEnTe KOMOOHEHT —
L TMS [E YaanuTe KOMOOHEHT
""" & RBS (Cepe Hacrpoiika
MonwuTtop
BezonacHocTe
Pezepe
BackUp
£

Br130B okHa MOysst 6€30MaCHOCTH.
[Toce BeI30Ba MOAYJIsE OE30MTACHOCTH, OYIET MPEAIOKEHO CMEHUTH MTAPOITh TIOIH30BATEIIS

admin. IIpouexypy cMeHBI TaposIsi HEOOXOAMMO MPOU3BECTH 00S3aTEIBHO.
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BHumanme!

@

EaMm HeoBXO0AMMO CMEHWTE Napoak 409 TeKYWero
none3oEaTena (adminj.
MenaeTe M3MEHWTE Naponk cendac?

Het

Ja

Beegute HoBBIA Napone gna *admin

MNapone

MonTEEpAMTE Naponk

& 0K X Cancel

[Tocne cMeHnbl maposast HE0OXOIMMO MPETOCTABUTh IIPaBa JOCTYIa Ha BCEX YPOBHSX,

ITOKAa3aHHBIX Ha pUCYHKax.

. Besonachocre W mosssaeaTeny cmereded IO 10 - (c]lmedace

=

Mausiia  Monwictatens  Pelepamss ko HypHass GEMNaIHOCTA

Mg I

CofBCTREHHEA NONL30EaTeNL - admin

OELEKT SES0NACHOCTH MOCTER-CEEUE { ROHUNLDETIR

?
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o Yreees [ofues]
W Jawxce [ofuwee]
¥  Bescfwes)

o T 4 3 I |

Drparereras mmm!ﬁmm[ﬂ;wxmal

e |

B, oassms e or

Bieng edaroenge | - - E lﬂ_@ F[' H L]
Brctpomare rocosM omasos [0 4]
CueTiel OTH 3300 lﬂi
Momsomariin sadamogonaam [
Coamedls npane rpi. covn poogs |

Oxno moxyns 6e3onacuoctu [10 cepsepa «OUK ducnietuep HT».
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. BetanacHocTs M noAbsossTenn cnetenes TROI0E - (c)intedace

Mawwna Moseicsatens  Pesepenan konna  Xyprane SeaonacHocts

= §3 admin

EE
LEA THS

COSCTEEHHMA NONLI0BSTENE | admin

J&wekT GesonacHoCcTH: Cepsep Sasy gaHHEx FEnse - RBS

Pazpewsian [F00000007 )
Hiresimn
Saruice

09 A

Fexsperos RorvpoEsHue
Uresine [ofwes]

Zareck [odwes]

Bee fofuee|

EURE T

PenaktupoBanue npas 6e3onacnoctu RBS - cepepa I10 «OUK ucneryep HT».

. EssonacHocTe o nonesceatens cacrerss 100108 - (clinterfacs

Mawmsia  MNonwomarens  Pelcporas conwa  Eypeias Geionachocma

= B aduin

= (] =

i

CoBcTaeHHBRH N0 NE30ESTEN: |

adrmin

OELEKT BE30NACHOCTH: CEpEep AHHAMMUECHHE IaHHER = TMS

E
g
g
g

¥ Yreraos renemer pi ' Masnes Teinentos
R Marssiienue Teneerpi ¥ Peacponos konkponaesss
¥ Teneupesneme W Mpaso ceussans=oro svona
¥ Npocsorp perpa W Urasme lodues)
¥ Tpeccuposes ' Zencs fodwee]
R Marmmnmims yor s R Bee b
R Docrases Tenstetpou
R Docrsn s amisperuns
Donarmrsrerehn
TpspeEsers

Ml Beoa

Penaxtuposanue npas 6e3omacaoctr TMS - cepsepa [10 «OUK Iucmeraep HT».
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. JononHUTENEHEI2 NapameTpel / paspeLll eHnA — O >
Horep nonezoearena m
MNCEBAOHMM |m'3'HEI
Napone TY |
pynna |E| m
(D kmoya |

MHEMOC<EMEI L
MpocraoTp o s

MpoctoTp rpyYnnoEk:

Brinaya koraanae TH

Mepernioverue cocToAHKA TC

Peg akTUpOBaHWE/ NEDEW MEHOBSHWE OSLL
F'eq akTHpOBaHWE / NEDEW MEHOBAHWE MDYNNOBEIX
Uganerue ofiwms-

UganaHue rpynnosks

MepedreHoBaHHE 0GLWH FPYNn
MeperrEH0BEaHKME MPYNM OBk FPYNn

Ypanerue ofwus rpynn

UpaneHue rpynnosii= rpynn

TEKCTOBLIE OOKYMEHTHI

MpoctoTp ofiwux

MpoctaTp rpynnoBe:

Pen akTupoBaHue/ nepeuMeHOBAHWE oL
Fed akTUpOBaHWe NepeH MEHOBAHWE MDYNNoELY
Yaanetme ofwms

HaaneHue rpynnosb-

MNepeurieHOBaHWE 0O KW FpYnn
MepedMeHoBEaHUE FEYANOBE FpYIN

YpaneHqe ofiwqs rpynn

YganeHue rpynnoeks- rpynmn

EN&HEKW NEPEKNKNYEHKMA

Peg akTupoBanue/ neped MeHoBaHHe

HianeHue

MepeurieHoBaHye ofbekT o

YaanrHue Nf-AETAR

CUC G R U R U I Y I IEA S R IEAER I L

g/ ] x Carcel

PenaktupoBaHue JONOIHUTENBHBIX TAPAMETPOB MPaB
6e3onacHocti TMS - cepepa I10 «OUK ducnetruep HT».
[Tocne u3MeHeHus MpaB JOCTyNa y4yeTHOH 3amucu admin, HEOOXOIMMO HMPOU3BECTH MOBTOPHOE

TIOZIKITIOYEHHUE K CEPBEPY.
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